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Abstract: In this paper, we propose a method of physically-secured high-fidelity free-space
optical data transmission through scattering media using physically- and dynamically-generated
scaling factors. Optical channel characteristics are explored, and scaling factors are physically
and dynamically generated to serve as security keys in the developed free-space optical data
transmission system. The generated dynamic scaling factors provide a security layer for free-space
optical data transmission. To the best of our knowledge, it is the first time to physically and
dynamically generate scaling factors in free-space optical data transmission system to realize
data encryption. The scaling factors existing in free-space optical data transmission channel
are physically and dynamically controlled by using two optical devices, i.e., variable beam
attenuator (VBA) and amplitude-only spatial light modulator (SLM). Nonlinear and dynamic
variation of scaling factors is realized in different free-space wave propagation environments. It
is experimentally demonstrated that high security can be guaranteed in the developed physically-
secured high-fidelity free-space optical data transmission system, since one random scaling
factor is physically and dynamically generated for the transmission of each signal pixel value.
In addition, the proposed physically-secured free-space optical data transmission scheme is
robust to noise and scattering, and high-fidelity signals are retrieved at the receiving end. The
proposed method could open up a new research perspective for the secured free-space optical
data transmission.

© 2022 Optica Publishing Group under the terms of the Optica Open Access Publishing Agreement

1. Introduction

Free-space optical communication has attracted much attention, since it offers remarkable
advantages (e.g., low power consumption, high transmission capacity and being free from
electromagnetic interference [1–5]) in many applications. However, it has been found that there
are some significant challenges in free-space optical data transmission. One of the challenges is
low-fidelity optical data transmission through scattering media. When optical wave propagates
through scattering media, it is always difficult to describe wave propagation process [6–8] and
information loss could be unavoidable [9,10]. In addition, noise existing in free-space optical
data transmission channel has severe effect on the quality of the retrieved signals at the receiving
end, which is also a significant challenge to be overcome.

Recently, it has been studied that each signal pixel value to be transmitted can be transformed
into 2D amplitude-only patterns [11–13]. Then, the generated 2D amplitude-only patterns serving
as optical information carriers are illuminated to propagate through scattering media, and high-
fidelity signals can be retrieved at the receiving end. However, data security in free-space optical
transmission has not been investigated. The most commonly-used security measure is to apply
an encryption algorithm to encode data before optical transmission. However, putting security
on top of an unsecure optical channel is not a sensible decision [14]. Quantum optical theory
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provides an absolutely secure communication method [15] for data transmission. However, the
required quantum entanglement state is difficult to achieve in free-space optical communication.
Chaotic optical communication could provide a high level of privacy in data transmission by
encoding data into chaotic optical carriers [16–18]. However, it is required to establish chaotic
synchronization, and parameters of the receiver should match those of the transmitter. This
is difficult to achieve in practice [19]. Secured free-space communication using polarization
multiplexing has also been reported [20]. The polarization and modal multiplexing used to
encode data are essentially based on diffractive optics [21–25] which could be strongly affected by
interference effect, and the data transmission system could become unstable during light-matter
interactions. A striking technique called physical layer security has also been demonstrated,
which possesses several remarkable advantages, e.g., unbreakable, provable, and quantifiable
secrecy [26,27]. In free-space optical transmission channel, scaling factors physically exist
between the transmitter and the receiver. However, the previous studies do not explore optical
channel characteristics, i.e., scaling factors, for securing free-space optical data transmission.
It is highly desirable to investigate the property of dynamic scaling factors in order to realize
physically-secured free-space optical data transmission through scattering media.

In this paper, we propose physically-secured high-fidelity free-space optical data transmission
through scattering media using physically- and dynamically-generated scaling factors. Free-space
optical channel characteristics, i.e., scaling factors, are explored. The scaling factors existing in
optical channel are physically and dynamically generated to serve as security keys for free-space
optical data transmission. The generated dynamic scaling factors provide a security layer for
the developed free-space optical data transmission system. To the best of our knowledge, it is
the first time to physically- and dynamically-generate scaling factors in free-space optical data
transmission to realize data encryption. The scaling factors are physically and dynamically
controlled by using two optical devices, i.e., variable beam attenuator (VBA) and amplitude-only
spatial light modulator (SLM). The VBA is used to adjust optical intensity of light source
via a control of its angle values, and various modulation patterns can be arbitrarily designed
to be embedded into the SLM. The VBA and SLM are used to create dynamic conditions
at the transmitter in the developed free-space optical data transmission system. Nonlinear
and dynamic variation of scaling factors is realized in different free-space wave propagation
environments. It is experimentally demonstrated that high security can be guaranteed for the
developed physically-secured free-space optical data transmission system, since one random
scaling factor is physically and dynamically generated for the transmission of each signal pixel
value. In addition, the proposed physically-secured free-space optical data transmission scheme
is robust to noise and scattering, and high-fidelity signals can be retrieved at the receiving end.
Compared to previous studies, the proposed physically-secured high-fidelity free-space optical
data transmission scheme has significant advantages as follows: 1) Security keys, i.e., scaling
factors, are physically and dynamically controlled at the transmitter for the first time. 2) Nonlinear
and dynamic variation of scaling factors is realized which can fully guarantee the security of
the developed free-space optical data transmission system. 3) The proposed physically-secured
free-space optical data transmission scheme is also able to retrieve high-fidelity signals at the
receiving end, and is robust against noise and scattering.

The remainder of this paper is organized as follows. Section 2 describes principle of the
proposed method and an experimental setup of the proposed physically-secured high-fidelity
free-space optical data transmission scheme. In Section 3, experimental results are presented
and discussed to illustrate feasibility and effectiveness of the proposed method in two different
wave propagation environments, i.e., free space without scattering media and free space with a
scattering medium. A conclusion is drawn in Section 4.
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2. Principle

Principle of the proposed physically-secured high-fidelity free-space optical data transmission
scheme is shown in Figs. 1 and 2. A laser modulated by a VBA illuminates the first SLM
(SLM_1) which sequentially displays a series of 2D signal patterns. Here, the 2D signal patterns
are generated by using the following procedure to encode the transmitted signal: (i) apply Fourier
transform to an initialized random pattern to get its Fourier spectrum; (ii) use one pixel value of
the transmitted signal to replace zero-frequency component of the generated Fourier spectrum in
Step (i) and then a new Fourier spectrum is obtained; (iii) apply inverse Fourier transform to the
new Fourier spectrum in order to generate a 2D signal pattern corresponding to that pixel value of
the transmitted signal in Step (ii). Therefore, all signal pixels can be sequentially encoded into 2D
signal patterns, and point-to-plane transformation is realized. The generated 2D signal patterns,
i.e., a series of 2D random amplitude-only patterns, serve as optical information carriers, and a
differential protocol [11–13] is applied to suppress noise for the retrieval of high-fidelity signals
at the receiving end. Subsequently, optical wave is further modulated by another SLM (SLM_2)
which sequentially displays modulation patterns. Without power adjustment of the light source
and the modulation patterns, single-pixel detection in conventional methods can be described by

B = k
∑︂

S, (1)

where B denotes an intensity value collected by a single-pixel detector, k denotes a scaling factor,
and S denotes a 2D signal pattern embedded into the SLM_1. As can be seen in Eq. (1), each
collected single-pixel intensity value B is proportional to a transmitted signal pixel value. This
scaling factor is considered as a constant in previous studies, and has no any effect on signal
retrieval at the receiving end. In the proposed method, by the adjustment of intensity of light
source and the usage of modulation patterns at the transmitter, it is feasible to physically and
dynamically control scaling factors in free-space optical data transmission. When different
combinations (i.e., different intensities of light source and different modulation patterns) are
used, a series of dynamic scaling factors are randomly generated as security keys in optical data
transmission channel.

Fig. 1. Principle of the proposed physically-secured free-space optical data transmission
scheme.

In the developed free-space optical data transmission system, after a series of single-pixel
intensity values are collected by the single-pixel detector, signal retrieval at the receiving end can
be conducted by using a normalization operation. However, it is impossible to further retrieve
correct signal information without knowledge of the physically- and dynamically-generated
scaling factors. A series of optical experiments are conducted to verify feasibility and effectiveness
of the proposed physically-secured high-fidelity free-space optical data transmission scheme.
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Fig. 2. A schematic experimental setup for the proposed physically-secured high-fidelity
free-space optical data transmission through scattering media. Here, a diffuser (Thorlabs,
DG10-1500) is used as the scattering medium. VBA: Variable beam attenuator.

A schematic experimental setup is shown in Fig. 2. A He-Ne laser with power of 17.0 mW
and wavelength of 633.0 nm propagates through a VBA (Newport, VA-CB-633-CONEX). The
VBA is used to adjust intensity of light source. Then, the laser is expanded by an objective lens
and collimated by a lens with a focal length of 100.0 mm. The collimated laser illuminates
amplitude-only SLM_1 (Holoeye, LC-R720) with pixel size of 20.0 µm. A series of 2D signal
patterns with 512×512 pixels are sequentially embedded into the SLM_1, and amplitude-only
SLM_2 (Holoeye, LC-R720) displays modulation patterns. At the receiving end, a single-pixel
(bucket) detector (Newport, 918D-UV-OD3R) is used to record single-pixel intensity values.

The VBA placed in the optical setup provides power adjustment of the laser via a control of its
angle values. The rotation angle can be automatically controlled with a precision of 0.1 degree.
The SLM_2 displays 2D modulation patterns to be used to further modulate the propagating
wave. The 2D modulation patterns can be arbitrarily designed and applied, and there is no need
to align these modulation patterns with the generated 2D signal patterns displayed by the SLM_1.
Here, three different 2D modulation patterns are used as a typical example to verify the proposed
method, i.e., white pattern, random pattern and dark pattern, as shown in Fig. 2. The size of
modulation patterns is 1280×768 pixels. In the white pattern, the value of all its elements is 1. In
the random pattern, all its elements are distributed randomly in a range from 0 to 1. In the dark
pattern, most of its elements have small positive values, i.e., close to 0. Other 2D modulation
patterns can also be designed and applied to modulate the optical wave. By using the VBA and
the SLM_2, flexibly generating dynamic scaling factors as security keys can be easily realized in
the developed physically-secured high-fidelity free-space optical data transmission system.

In the proposed physically-secured high-fidelity free-space optical data transmission scheme,
before optical signal transmission, a calibration about security keys (i.e., scaling factors) can be
conducted in optical transmission channel. A 2D signal pattern corresponding to a known value
(i.e., to be transmitted) is generated and embedded into the SLM_1, and remains unchanged.
Then, by applying different combinations (i.e., different intensities of light source and different
modulation patterns displayed by the SLM_2), a series of single-pixel intensity values are
correspondingly collected by single-pixel detector. The ratio between the series of collected
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single-pixel intensity values and the known value is sequentially calculated to obtain security
keys as a lookup table. Since the VBA angle adjustment step can be set to be small and various
modulation patterns can be arbitrarily applied, there are a large number of combinations which
fully guarantee the key space.

3. Experimental results and discussion

3.1. Free space without scattering media

In Fig. 2, angle of the VBA is tuned dynamically from 4 to 28 degrees in optical experiments
for free-space optical data transmission without scattering media. When the modulation pattern
embedded into the SLM_2 remains unchanged, sequentially adjusting the angle of VBA could
lead to a nearly linear variation of scaling factors, as shown in Fig. 3(a). When the VBA angle is
randomly adjusted rather than just in a sequence, the variance of scaling factors could become
nonlinear. When intensity of light source and the modulation pattern embedded into the SLM_2
are dynamically adjusted at the same time, nonlinear variation of scaling factors can be easily
realized as shown in Fig. 3(b). It is demonstrated that nonlinear and dynamic variation of scaling
factors can be easily realized by simultaneously applying the VBA and the modulation patterns.

Fig. 3. Experimental results obtained in free-space optical data transmission without
scattering media: (a) linear variation of scaling factors by just sequentially adjusting the
angle of VBA, and (b) nonlinear variation of scaling factors. Combination case means that
arbitrarily adjusting the VBA and the modulation patterns has been conducted at the same
time.

Experimental results in Figs. 3(a) and 3(b) demonstrate that simultaneously adjusting intensities
of the light source and the modulation patterns can easily make the variation of scaling
factors nonlinear and dynamic, and security keys for free-space optical data transmission are
correspondingly generated.

Since scaling factors are physically and dynamically controlled at the transmitter, the proposed
method can be applied for optically securing the transmitted data. Figure 4 shows that the
physically- and dynamically-generated scaling factors can be used to encode one signal pixel
value (i.e., 0.4615) into different and random values. After a 2D signal pattern corresponding to
the signal pixel value to be transmitted is generated and embedded into the SLM_1, the recorded
intensity values can be random and dynamic by simultaneously adjusting the VBA and the 2D
modulation patterns. The experimental results in Fig. 4 demonstrate that each signal pixel value
to be transmitted can be fully encoded by dynamically generating scaling factors in free-space
optical data transmission channel, and a random value can be correspondingly retrieved at the
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receiving end. Therefore, it is impossible to obtain correct information of the transmitted signal
without further knowledge of the physically- and dynamically-generated scaling factors (i.e.,
security keys). The proposed method can fully guarantee the security of free-space optical data
transmission, since one random scaling factor is physically and dynamically generated for the
transmission of each signal pixel value.

Fig. 4. One signal pixel value (i.e., 0.4615) experimentally encoded into any random values
in free-space optical data transmission without scattering media as a typical example to
verify the proposed method. Combination case means that simultaneously adjusting the
VBA and the modulation patterns has been conducted.

Based on experimental verifications in Figs. 3 and 4, it is straightforward to conduct physically-
secured optical data transmission in free space without scattering media. Here, three 1D signals
are transmitted in free space without scattering media, and for simplicity each signal with 6 pixels
is tested and presented. As shown in Figs. 5(a), 5(c) and 5(e), original signal is fully encoded, and
the encrypted signals obtained at the receiving end cannot directly render originally transmitted
information. When security keys (i.e., dynamic scaling factors) are correctly applied, the decoded
signals are further obtained which overlap with original signals as shown in Figs. 5(b), 5(d)
and 5(f). To quantitatively evaluate experimental results, signal-to-noise ratio (SNR) and mean
squared error (MSE) are calculated. In Figs. 5(a) and 5(b), SNR values for the encrypted signal
and the decoded signal are 2.18 dB and 30.36 dB, respectively. The MSE values are 0.33 and
4.98×10−4, respectively. In Figs. 5(c) and 5(d), SNR values are 0.20 dB and 34.26 dB, respectively.
The MSE values are 0.40 and 1.59×10−4, respectively. In Figs. 5(e) and 5(f), SNR values
are 1.59 dB and 34.27 dB, respectively. The MSE values are 0.40 and 2.17×10−4, respectively.
Table 1 shows SNR and MSE values of the encrypted signals and decoded signals in Fig. 5. The
signals to be transmitted are effectively encrypted by the physically- and dynamically-generated
scaling factors, and the decoded signals are of high quality when correct security keys are further
used. Experimental results in Figs. 5(a)–5(f) demonstrate that the proposed physically-secured
high-fidelity optical data transmission in free space without scattering media is valid.

3.2. Free space with scattering media

Optical experiments are also conducted to verify the proposed physically-secured high-fidelity
free-space optical data transmission through scattering media. In free space through scattering
media (i.e., a diffuser, Thorlabs DG10-1500), angle of the VBA is tuned dynamically from
10 to 34 degrees. When a modulation pattern embedded in the SLM_2 remains unchanged,
sequentially adjusting the angle of VBA could lead to a nearly linear variation of scaling factors,
as shown in Fig. 6(a). When the VBA angle is randomly adjusted rather than just in a sequence,
the variance of scaling factors could become nonlinear. When intensity of the light source and
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Fig. 5. Experimental results obtained in free-space optical data transmission without
scattering media: (a), (c) and (e) comparisons between the encrypted signal and original
signal, and (b), (d) and (f) comparisons between the decoded signal and original signal.

Table 1. SNR and MSE values of the encrypted signals and decoded signals

Signal SNR (dB) MSE

The encrypted signal in Fig. 5(a) 2.18 0.33

The decoded signal in Fig. 5(b) 30.36 4.98×10−4

The encrypted signal in Fig. 5(c) 0.20 0.40

The decoded signal in Fig. 5(d) 34.26 1.59×10−4

The encrypted signal in Fig. 5(e) 1.59 0.40

The decoded signal in Fig. 5(f) 34.27 2.17×10−4

the 2D modulation patterns are dynamically adjusted at the same time, nonlinear and dynamic
variation of scaling factors can be easily realized as shown in Fig. 6(b).

Experimental results in Figs. 6(a) and 6(b) demonstrate that simultaneously adjusting intensities
of the light source and the modulation patterns can easily make the variation of scaling factors
nonlinear and dynamic in free-space optical transmission through scattering media. Figure 7
shows the experimental result, when physically- and dynamically-generated scaling factors are
used to encode one signal pixel value (i.e., 0.5508) into different and random values. Therefore,
it is impossible to retrieve correct signal without further knowledge of the physically- and
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Fig. 6. Experimental results obtained in free-space optical data transmission through
scattering media: (a) linear variation of scaling factors by just sequentially adjusting the
angle of VBA, and (b) nonlinear variation of scaling factors. Combination case means that
simultaneously adjusting the VBA and the modulation patterns has been conducted.

dynamically-generated scaling factors (i.e., security keys) at the receiving end. Since one random
scaling factor is physically and dynamically generated for the transmission of each signal pixel
value, the security of free-space optical transmission system is fully guaranteed.

Fig. 7. One signal pixel value (i.e., 0.5508) experimentally encoded into any different
and random values in free-space optical data transmission through scattering media as a
typical example to verify the proposed method. Combination case means that simultaneously
adjusting the VBA and the modulation patterns has been conducted.

Here, three 1D signals are tested and transmitted in free space through scattering media, and
for simplicity each signal with 6 pixels is tested. It is demonstrated in Figs. 8(a), 8(c) and 8(e)
that original signal can be fully encoded into random values, and the encrypted signals obtained
at the receiving end cannot render originally transmitted information. When dynamic scaling
factors are correctly applied, the decoded signals are further obtained which overlap with original
signals as shown in Figs. 8(b), 8(d) and 8(f). Quantitative evaluation of the encrypted signals and
decoded signals is also conducted. In Figs. 8(a) and 8(b), SNR values for the encrypted signal
and the decoded signal are 7.41 dB and 28.93 dB, respectively. The MSE values are 0.11 and
7.54×10−4, respectively. In Figs. 8(c) and 8(d), SNR values for the encrypted signal and the
decoded signal are 4.00 dB and 28.36 dB, respectively. The MSE values are 0.18 and 6.67×10−4,
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respectively. In Figs. 8(e) and 8(f), SNR values for the encrypted signal and the decoded signal
are 5.99 dB and 32.80 dB, respectively. The MSE values are 0.18 and 3.71×10−4, respectively.
The SNR and MSE values of the encrypted signals and decoded signals in Fig. 8 are further
listed in Table 2. The signals to be transmitted are encrypted in free space through scattering
media by the physically- and dynamically-generated scaling factors, and the decoded signals
obtained by using correct security keys are of high quality. Based on the experimental results
in Figs. 5 and 8, it is demonstrated that the proposed method is robust against scattering, and
scattering media show no impact on the performance of the proposed method.

Fig. 8. Experimental results obtained in free-space optical data transmission through
scattering media: (a), (c) and (e) comparisons between the encrypted signal and original
signal, and (b), (d) and (f) comparisons between the decoded signal and original signal.

Table 2. SNR and MSE values for the encrypted signals and decoded signals

Signal SNR (dB) MSE

The encrypted signal in Fig. 8(a) 7.41 0.11

The decoded signal in Fig. 8(b) 28.93 7.54×10−4

The encrypted signal in Fig. 8(c) 4.00 0.18

The decoded signal in Fig. 8(d) 28.36 6.67×10−4

The encrypted signal in Fig. 8(e) 5.99 0.18

The decoded signal in Fig. 8(f) 32.80 3.71×10−4
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To fully illustrate the proposed method, signals with more pixels are further tested. Here,
two irregular signals are used for verifying the proposed physically-secured high-fidelity optical
data transmission through scattering media, and each signal has 64 pixels. Experimental results
are shown in Figs. 9(a)–9(d). As can be seen in Figs. 9(a) and 9(c), since optical encryption
is integrated into free-space optical data transmission, the encrypted signals retrieved at the
receiving end are totally different from original signals. When correct keys (i.e., dynamic scaling
factors) are further used for the decoding, high-quality decoded signals are obtained which
overlap with original signals as shown in Figs. 9(b) and 9(d). In Figs. 9(a) and 9(b), SNR values
for the encrypted signal and the decoded signal are 3.05 dB and 33.41 dB, respectively. The MSE
values are 0.20 and 1.84×10−4, respectively. In Figs. 9(c) and 9(d), SNR values for the encrypted
signal and the decoded signal are 4.66 dB and 34.44 dB, respectively. The MSE values are
0.11 and 1.12×10−4, respectively. Experimental results in Figs. 9(a)–9(d) demonstrate that the
proposed physically-secured high-fidelity free-space optical data transmission through scattering
media is feasible and effective.

Fig. 9. Experimental results obtained in free-space optical data transmission through
scattering media: (a) the encrypted signal retrieved at the receiving end and (b) a decoded
signal; (c) the encrypted signal retrieved at the receiving end and (d) a decoded signal. (a)
and (b): one signal; (c) and (d): another signal.

To enhance optical encryption efficiency for free-space optical data transmission, a group
modulation strategy is further developed. One physically-generated scaling factor can be
used to modulate a group of signal pixels, e.g., 4 pixels. Experimental results are shown in
Figs. 10(a)–10(d). In Figs. 10(a) and 10(b), successive 4 pixels are considered as one group
where the same security key, i.e., a scaling factor, is employed. The encrypted signal retrieved at
the receiving end, as shown in Fig. 10(a), is different from original signal. When correct security
keys are applied for the decoding, a decoded signal in Fig. 10(b) overlaps with original signal. In
Figs. 10(a) and 10(b), SNR values for the encrypted signal and the decoded signal are 3.33 dB and
32.39 dB, respectively. The MSE values are 0.14 and 1.79×10−4, respectively. In Figs. 10(c) and
10(d), successive 8 pixels are considered as a group where the same security key, i.e., a scaling
factor, is employed. The SNR values for the encrypted signal in Fig. 10(c) and the decoded signal
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Fig. 10. Experimental results obtained when a group modulation strategy is used: (a) the
encrypted signal retrieved at the receiving end and (b) a decoded signal when successive 4
pixels are considered as a group; (c) the encrypted signal retrieved at the receiving end and
(d) a decoded signal when successive 8 pixels are considered as a group.

in Fig. 10(d) are 3.17 dB and 34.29 dB, respectively. The MSE values in Figs. 10(c) and 10(d)
are 0.15 and 1.15×10−4, respectively. Experimental results in Figs. 10(a)–10(d) demonstrate
that the developed group modulation strategy can enhance optical encryption efficiency of the
proposed physically-secured high-fidelity free-space optical data transmission scheme. However,
each group should not contain many pixels (e.g., 8 pixels compared to the total 64 pixels in the
transmitted signal), since there could be a risk of information leakage.

To further illustrate the proposed method, another optical experiment is conducted to verify
the proposed physically-secured high-fidelity free-space optical data transmission through two
cascaded diffusers (Thorlabs, DG10-1500). Typical experimental results are shown in Figs. 11(a)
and 11(b). In Figs. 11(a) and 11(b), SNR values for the encrypted signal and the decoded signal

Fig. 11. Experimental results obtained in the proposed free-space optical data transmission
through two cascaded diffusers: (a) the encrypted signal retrieved at the receiving end, and
(b) a decoded signal.
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are 4.98 dB and 30.03 dB, respectively. The MSE values are 0.09 and 2.82×10−4, respectively.
Experimental results in Figs. 11(a) and 11(b) demonstrate that the proposed physically-secured
high-fidelity free-space optical data transmission through two cascaded diffusers is also feasible
and effective.

4. Conclusion

We have proposed physically-secured high-fidelity free-space optical data transmission through
scattering media using physically- and dynamically-generated scaling factors. Channel charac-
teristics in free-space optical data transmission have been explored. Nonlinear and dynamic
variation of scaling factors has been realized by using a VBA and an amplitude-only SLM. It
is experimentally demonstrated that the dynamically- and physically-generated scaling factors
can serve as security keys in the free-space optical data transmission system, and physical layer
security has been successfully integrated. The proposed method has been experimentally verified
to be feasible and effective. High security is achieved in free-space optical data transmission
through scattering media, since one random scaling factor is physically and dynamically generated
for the transmission of each signal pixel value. The proposed physically-secured high-fidelity
optical data transmission scheme could open up a new research perspective for free-space optical
communication.
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